pestudio

Malware Initial Assessment

Malware Static Analysis Tool
* no installation
* no infection risk
* no sandbox needed
* no expertise required
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pestudio

Malware Initial Assessment

Features

* transform RAW data into information

* spot anomalies

* detect embedded files

* collect imports, exports, strings, resources, overlay, certificate, ...
* provide hints, indicators, groups, thresholds, ...

e provide @MITREattack indicators

* retrieve scores from @Virustotal

e consume configurations files

* create XML report
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pestudio

Malware Initial Assessment

Interactive Mode

E pestudio-pro 9.61 - Malware Initial Assessment - www.winitor.com | dhexe, 206f2a829505d679ba2849c449%f91d19c7d (read-only)

— O x
file settings about
B ®
| B4 dihexe, 206f2a829305d679ba2B49c4499f91d19¢Td | indicator (26) detail severity
''''' ;:é ndlcams (virusto h 256 ) wirustotal » score 40/54 44
| = ootpnn(ts (t_yp;e )1 ; a236) resource > file signature: executable, offset: (x00012880, size: 6144 bytes EEa
..... > >
& gl’iup(st ciuh > 4) resource = file signature: executable, offset: On00014080, size: 4096 bytes .
----- mitre (technique
pY virustotal l"'cgre > 4D/54) resource > file signature: executable, offset: Ox00015080, size: 23312 bytes EEa
| B dos—headér (size » 64 bytes) im.pmtz > flag GetKeyboardType | VirtualAlloc 4+
B dos-stub (size > 160 bytes) siring > url-pattemn 313200 o
_____ + rich-header (tooling > Visual Studio 5.0) mitre > technique Hooking | Process Injection | Query Registry | Sandbox Evasion ++
_____ > file-header (EXECLItENE w 32-bit] file » name d:\exe,lDEfZa829505d6?9b32849c4499f91d1§'c?d
ile » signature arland Delphi | Micresoft Linker 9. isual Studio 5. +
fil i Borland Delphi | Mi ft Linker 9.0 | Visual Studio 5.0

----- > optienal-header (subsystem = GUI)
..... = directories (count > 3)

----- » sections (files > 3)

----- ::3 libraries (count = 3)

| imports (flag > 2)

----- =4 resources (signature > executable)
----- abe strings (technique > 4)

..... EI manifest (level » aslnvoker)

version (FileDescription = Setup/Uninstall)

file = shal236

file > info

file > type

virustotal > permalink
virustotal > scan-date
stamp > compiler
languages > names
resources > info
manifest > general
file > description

file > version
entry-point > location
certificate

imphash > md5
exports

overlay

206F2A829505D679BA2849C4499F91D19CTDCT1EBS5C58B2E4001F32F0C30D985

size: 163888 bytes, entropy: 6.453
executable, 32-bit, GUI

https:/fwww.virustotal.com/gui/file/206f2a829505d679ba2840c4499f91d19c7d c11eb35c58b2e400132f0c 5d 985

2015-10-26 14:45:04

Thu Jan 01 10:48:58 2013

English-US | neutral

count: 35, size: 91288 bytes, file-ratio: 55.03%

name: JR.Inno.5etup, description: Inno Setup, severity: asinvoker

Setupy/Uninstall
51.52.0.0
(w00002440 (section: .text)

2AD10972125B3F6C6262A4B0B4299D22C

group > types console | diagnostic | dynamic-library | execution | file | hooking | ...
|
sha256 > 206F2A8295050679BA2843C4498F31D18CTDCT1EBSSC58B2E4001F32F0C50985 cpu = 32-bit  file » type » executable subsystern » GUI entry-point > Ox000024A0

@ochsenmeier | Marc Ochsenmeier | www.winitor.com March, 2025



pestudio

Malware Initial Assessment

Batch Mode

EE Command Prompt - powershe 1= | > - O *
PS D:\> pestudiox d:206¥2a8295085d679ba2849c4499+91d19c7d. _exe

pestudiox.exe 9.61 - Malware Initial Assessment
Copyright © 2089-2825 Marc Ochsenmeler - www.wlinitor.com

This software 1is provided 'as—-1s', without any expressed or implied warranty.
In no event will the author be held liable for any damage arising from the use
of this software.

When retrieving the online score of a sample, pestudio does not submit the fil
e itself. Only the hash of the file being analyzed is sent.

[+] report: d:206f2a829505d679ba28u9cuu99f91d19c7d._exe.xml
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pestudio

Malware Initial Assessment

Report file

«!--pestudio-pro 9.21 - Malware Initial Assessment - www.winitor.com-->
- <image>

+ <overview name="e:\exe, 1a413a8bd9%eb6dbd82123c25fc74d7d9" >

+ <indicators hint="64"=

+ <mitre hint="12"=

+ <dos-header hint="64 bytes">

+ <dos-stub hint="184 bytes">

- zrich-header hint="checksum" >
<item count="2" build-id="Visual Studio 2003 - 7.10 SDK" product-id="Implib710"/>
<item count="3" build-id="Visual Studio 2008 - 9.0" product-id="Utc1500_C"/>
<item count="2" build-id="Visual Studio 2010 - 10.10 SP1" product-id="Utc1600_C"/>
<item count="84" build-id="Visual Studio 2010 - 10.10 SP1" product-id="Utc1600_CPP"/>
<item count="1" build-id="Visual Studio 2010 - 10.10 SP1" product-id="Linker1000"/>

= (rich-header:>

+ <file-header hint="Jul.2012 "=

+ <optional-header hint="GUI">

+ <directories hint="3"=

+ <sections hint="99.52%">

+ <libraries hint="19"=

+ <imports hint="420">

<exporis=nfa</exports>
+ =relocations count="4082">
<fimage=
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pestudio

Malware Initial Assessment

Architecture

pestudio (GLUI)

pestudiox (CLI)

exe, dil.
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pestudio

Malware Initial Assessment

Integration into a third-party tools-chain

[
’____ﬂ-___ pestudiox S . [
OF - RS

V]

Q-
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pestudio

Malware Initial Assessment

Flexible configuration

settings.ml

functions.xml indicators.xml languages.xml mitrexml
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rich-headerxml  signatures.xml strings.xml

thresholds.xml

translations.xml
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