Windows User Mode Components

Overview

e Organization

e Model

e Components

e CPU Modes

e System processes

e Services processes

e Users processes

e Subsystems processes
e System services

WWW.winitor.com - dec. 2012



http://www.winitor.com/

Windows User Mode Components

OS Organization

e Access to hardware is not allowed
e Access to hardware is made via system services

Applications

Virtual machine
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OS Model

e Applications access the OS via one defined
Application Program Interface (API)

Application

API
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OS Contexts

Applications

CPU runs in user mode

CPU runs in kernel mode

\
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CPU Modes

e Protect critical system data from user applications

e User mode n

2

e Kernel mode
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CPU Modes - mechanism

e User programs typically run in both modes
e CPU mode switch <> CPU context switch
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CPU Modes - scenarios
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TCB

e Context
e No CPU restriction in kernel
e No memory restriction in kernel
e No security check in kernel
e Definition
e Portions of the system trusted to enforce
the security

e Components
e Most hardware
e All kernel code

e Some user code (SeTcbPrivilege)
e Administrators

administrators

WWW.winitor.com - dec. 2012



http://www.winitor.com/

Windows User Mode Components

Memory Layout

e Each application occupies 4 GB of address space
e All applications share system memory space

0x00000000

Application A Application B Application C Application Z

Unprivileged
memory address

Ox7FFFFFFF

Privileged
memory address

OXFFFFFFFF
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OS Major Components

System processes

Services processes

User processes

Environment processes

Session manager
Logon manager
Security manager

Services manager

alerter

pinball

explorer

POSIX

System services

Executive

Hardware Abstraction Layer

Hardware
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Environment Subsystems

Definition

Role
Types

s

Win16 application

Win32 application

Win16 application

Posix application

Win32 application

Win16 application

v vy

Posix application

Win32 application

DOS application

DOS application
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Environment Subsystems - interfaces

e Subsystem

e Process runs in a private address space
e Application

e Sends messages to subsystem

e Unaware of messages

o Implicitely linked with systems's interfaces (image = code +
metadata)

application.exe

Functions calls

Win32 API
A 4 4 v \ 4

Native API
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Environment Subsystems - strategy

Subsystem

Win32 API

Subsystem DLLs
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Environment Subsystems - strategy

Subsystem

Win32 API

Subsystem DLLs

CPU mode switch
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Environment Subsystems - strategy

Subsystem
A

message CPU context switch
Subsystem DLLs

CPU mode switch
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Environment Subsystems - strategy

(O]
User process No No No =
£
Executive Yes No No £
g

Server Yes Yes Yes
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Winl1l6 Support

MS-DOS applications
e One-one relation
Win16 applications
e Many-one relation

< NT

> NT

MS-DOS

MS-DOS
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System processes

r T 5
1'% Windows Task Manager = | B S
e Are started by the system
re S a r e e s S e File Options View Help
1 Applications | Processes |Servir_es I Performance | Metworking I Users |
e Are running on every system eststons
=

Image Mame PID  User Mame CPU  Working ... PeakWorking ..

e Cannot be stopped N T X
winlogon.exe 582 oo 4,964 K 6,376 K
POWERPNT.EXE 1268 Marc Qo TI,740 K 111,704 K
taskmar.exe 2140 Marc 19 3,520 K 3,520 K
taskeng.exe 2264 Marc oo 8,472K 9,624 K
dwm.exe 2440 Marc a0 73,808 K 106,816 K I
explarer.exe 2430 Marc ao 55,832 K 00,675 K
iexplore. exe 2512 Marc oo 24,996 K 32,048 k
MSASCuUi exe 2548 Marc Qo 4,770 K 8,040 K
sidebar.exe 2564 Marc 13 26,624 K 29,660 K
wmpnscfg.exe 3040 Marc oo 3,928 K 4,788 K
iexplore, exe 3568 Marc Qo 21,300 K 33,304 K
QOUTLOOK.EXE 3616 Marc [ux] 92,338 K 133,356 K
iexplore. exe 3836 Marc oo 55,328 K 110,700 K
] I 3
¢ Show processes from all users

Processes: 41 CPU Usage: 36% Physical Memory: 67%
h
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Session Manager Subsystem

L4 D efi n iti O n [ smss.exe:420 Properties = | 5 [ o

Image | Performance | Performance Graph I Threads
® RO | e TCP/IP | Security | Environment I Strings
. . m User: NT AUTHORITY\SYSTEM
e Particularities L gengpeees
Session: 0 Virtualized: MNo
e Part of the TCB Grop Fogs
Everyone Mandatony

Mandatory Label"System Mandatory Level Integrity

® N ad tl ve user a p p I | Ca tl on NT AUTHORITY Autherticated Users  Mandatory

BUILTINAdministrators Owner

Group 5ID: nja

a% Privilege Flags it
— SeAssignPrimary Token Privilege Disabled £
SeAuditPrivilege Default Enabled
SeBackupPrivilege Disabled
SeChangeNotifyPrivilege Default Enabled
SeCreateGlobalPrivilege Default Enabled
SeCreatePagefile Privilege Default Enabled
SeCreatePermanent Privilege Default Enabled
SeCreate SymbolicLink Privilege Default Enabled =
OK ] [ Cancel ]
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Logon Manager

Definition
Role

e Interactive logon request management
e Authentication User interface management

e User profile initialization
e Shell creation
e TASKMGR management

Who you are
(identification)

What you know
(authentication)

What you are
(authentication)
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Local Security Authority Subsystem

Definition
Role

¥ Distributed COM Users
$ Event Log Readers

P Guests

$ems 1usRs

J Performance Log Users

I Power Users

J¥ Remote Desktop Users
J Replicator

I Users

“

$¥ Cryptographic Operat...

I Network Configuratio...

& Performance Monitor ..,

Members are authorized to perform cryptographic operations,

Members are allowed to launch, activate and use Distributed COM objects on this machine.

Members of this group can read event logs from local machine

Guests have the same access as members of the Users group by default, except for the Guest account wk
Built-in group used by Internet Information Services,

Members in this group can have some administrative privileges to manage configuration of networking
Members of this group may schedule logging of performance counters, enable trace providers, and coll
Members of this group can access performance counter data locally and remotely

Power Users are included for backwards compatibility and possess limited administrative powers
Members in this group are granted the right to logon remotely

Supports file replication in a domain

Users are prevented from making accidental or intentional system-wide changes and can run most appli

1 |2

[ E Consolel - [Console Rootilocal Users and Groups (Local\Groups] = | (5]
& File Action View Favorites Window Help RS
== 2@ c=HE

| Console Root Mame Description LIEETTS
« & L?cal Users and Groups (Local) & Administrators Administrators have complete and unrestricted access to the computer/domain Groups -
= g::rusps # Backup Operators Backup Operators can override security restrictions for the sole purpose of backing up or restoring files More ... »
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Service Control Manager

e Definition
e Role

[ S Services SEE)
File Action View Help
e oz Hm > mun
. Services (Local) MNarme . Description Status Startup Type Log On As i
i Application Experience Processes a..  Started Automatic Local Syste... £
w Application Infoermation Facilitates t...  Started Manual Local Syste...
w Application Layer Gateway Service Provides su... Manual Local Service
i Application Management Processes in.. Manual Local Syste...
; Background Intelligent Transfer Service Transfers fil...  Started Automatic (D..  Local Syste..
+; Base Filtering Engine The Base Fil...  Started Automatic Local Service
+: Block Level Backup Engine Service Engine to p... Manual Local Syste...
i Bluetooth Support Service Started Automatic Local Service
. Certificate Propagation Propagates ... Started Manual Local Syste...
i CMG Key Isolation The CNG ke... Started Manual Local Syste...
w: COM+ Event System Supports Sy..  Started Automatic Local Service
v COM+ Systern Application Manages th... Manual Local Syste...
w: Computer Browser Maintains a...  Started Automatic Local Syste...
w: Cryptographic Services Provides fo..  Started Automatic MNetwork 5.
i DCOM Server Process Launcher Provides lau... Started Automatic Local Syste...
% Declban Windm Bananer Seccinn Mananse Drcusicler Ne  Started ke atic |ncal Siecte
Extended )\StandardX
| - - [

WWW.winitor.com - dec. 2012



http://www.winitor.com/

Windows User Mode Components

User Processes - creation

System
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Thanks!
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