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Windows Task Scheduler ;

* Malware creates Task > MITRE - T1053

Scheduled task
E CREATES ceee
[ N ]
EXECUTES

[2] DOWNLOADS EXECUTES

MSI

word.vbs

@ochsenmeier | Marc Ochsenmeier | www.winitor.com


https://attack.mitre.org/techniques/T1053/

Windows Task Scheduler

* Malware creates Task > MITRE - T1053

@ Task Scheduler
Eile  Action Wiew Help

&= 55 HE

{E} Task Scheduler (Local)

~ g Task Scheduler Library
| Microsoft

| System

Author

Mame Status  Triggers
% Scheduled Systern  Ready At 10:41 AM on 1/29/2020 - After triggered, repeat every 00:02:00 indefinitely. DESKTOP\user

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will cccur when your task starts,

Action Details
Start a program explorer C\Users\user\AppData\Local\Temp\Word.vbs

@ochsenmeier | Marc Ochsenmeier

WWW.winitor.com


https://attack.mitre.org/techniques/T1053/

Windows Task Scheduler

* Malware creates Task > MITRE - T1053

Eile

@ Task Scheduler

Action  View Help

&= 55 HE

{E} Task Scheduler (Local)

@ Task Scheduler Library

Mame Status  Triggers Last Run Time Last Run Result
(] kernel32 Ready When computerisidle 11/30/19%9 12:00:00 AM The task has not yet run. ((ed1303)  4/9/2020 12:54:50 AM

Created

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will cccur when your task starts,
To change these actions, cpen the task property pages using the Properties command.

Action
Start a program

Details

ChWindows\System 32 wscript.exe ChProgramData\Windows:kernel32.vbs
F 3
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Windows Task Scheduler

* Malware creates Task to...
* Achieve persistence
e Launch infection
e Obfuscate Kill chain 2 Proces Bplore - ysintemals: wwsysinemal com [DESKTOP-CHRRDIGuser - o x

File Opticns Yiew Process Find Users Help
L ] ] ]

* Bypass UAC CIEIE =TI RS Y-

Process CPU  Private Bytes  Working Set PID  Description Compary Mame Integrity ASLR 5
B ' cores.exe 1624 K 2376 K 523 n/a
=] W 7 wininit exe 1284 K 1,680 K 612 n/a
= W | services.exe 4396 K BTT2K 638 n/a
[= [mz]svchost exe 543 K 5,796 K 1364 Host Process for Windows Services  Microsoft Corporation System ASLR
gnmepad.e:e 2584 K 2176 K 3140 Motepad Microsoft Corporation | Medium ASLR
Jnmepad.e:e 2416 K 33838 K 7776 Motepad Microsoft Corporation | High ASLR W

CPU Usage: 270%  Commit Charge: 10.32% Processes: 120 Physical Usage: 10.89%

¥ Process Menitor - Sysinternals: www.sysinternals.com — O x
File Edit Ewent Filter Tools Opticns Help

FEHABE|(CSAS B AL HB LM

Time of Day  Process Mame FID  Operation Path Detail ™
13:42:35,1629442 ' Explorer EXE 43834 £% Thread Create Thread 10: 6376
13:42:36,2513409 - svchost.exe 1364 &% Process Create  C:\Windows'\System32\notepad .exe PID: 6048, Command line: C:\Windows*System32'\notepad .exe
13:42:36,2513478 ﬁnutepad.exe G048 &7 Process Start Parent PID: 1364, Command line: C:\Windows'\System32'\notepad exe, .
13:42:36,2596351 | /notepad.exe 6043 &% Load Image CxWindows'\System32'sechost.dl  Image Base: Ok ASSA 0000, Image Size: (k5o 000
17:42-96 2667479 ncgarad E0AT P9 nzd lman A Windruwe't Gustam TP mert 4 Al Imans Daes: D FEOG0110000 Imans Siza- Dk1 16000 >
Showing 174 of 139,306 events (0.1%) Backed by virtual memory
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Windows Task Scheduler

* Windows uses Scheduler intensively

':E-:' Task Scheduler — | >
Eile  Action View Help

&= 25 H=

I/T-\I
= Talsli:rSc:zd;llzr (lLDT_E.E “ MName Status Triggers Mext Run Time Last Run Result Author
w | Task Scheduler Library _
\? “ Microsoft 5 Microsoft Compatibility Appraiser Ready Multiple triggers defined  23/01/2020 03:52:07 The operation completed successfully. ((x0)  Microsoft Corporation
- Office '3:E3'|:'r05|ramDataUpdater Ready The operation completed successfully. ((x0) Microsoft Corporation
w || Windows 5 StartupAppTask Ready The operation completed successfully, ((x0) Microsoft Corporation
| .MET Framework
| Active Directory Rights Management Services Client
| ApplD
_| Application Experience
| ApplicationData General Triggers Actions Conditions Settings History (disabled)

| AppxDeploymentClient

7 Autochk MName: Microsoft Compatibility Appraiser ~
l—_ BitLocker Location: Microsoft\Windows\Application Experience

| Bluetooth ] ]

“| Brokernfrastructure Author: Microsoft Corporation

| CertificateServicesClient Description: | Collects program telemetry information if opted-in to the Microsoft Customer Experience Improvemnent Program.

1 Chikdsk

2 Clip

| CloudExperienceHost

“| Customer Experience Improvement Program

Z g::ﬁl;tegnt}r >ean Security options

| Device Information When running the task, use the following user account: &

Nevice Setun
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e Enumerate Tasks

C:\Windows\System32\Tasks>schtasks /fo list

\Microsoft\0ffice . . X - L
o . — \Microsoft\Office\ Office 15 Subscription Heartbeat
!DS“Hame' DE§K CP—CHRRDi@ . _ . L \Microsoft\Office\ OfficeTelemetryAgentFallBack2816 Ready
askName: \Microsoft\Office\Office 15 Subscription Heartbeat \Microsoft\OFfice\ OfficeTelemetryAgentlLogOn2e16 Ready
t Run Time: 28/01/2028 ©6:52:36 \Microsoft\Windows\ .NET Framework\ .NET Framework NGEN v4.8.38319 Ready
Status: Ready \Microsoft\Windows\ .NET Framework' .MET Framework MGEN v4.8.283219 64 Ready
Logon Mode - Zn:erac:ivefBac<ground \Microsoft\Windows\ .NET Framework} .NET Framework NGEN v#4.8.30319... Disabled
\Microsoft\Windows\.NET Framework\ .MET Framework NGEN v4.8.36319... Disabled
— \Microsoft\Windows\Active Directory Rights ... AD RMS Rights Policy Template ... Disabled
HostName : DESKTOP-CHRRD1G \Microsoft\Windows\Active Directory Rights ... AD RMS Rights Policy Template ... Ready
TaskName: \Microsoft\Office\OfficeTelemetryAgentFallBack2816 \Microsoft\Windows\AppID\ PolicyConverter Disabled
MNext Runm Time: N/A \Microsoft\Windows\AppID\ VerifiedPublisherCertStoreCheck Disabled
Status: Ready \MicrosoftiWindows\Application Experience\ Microsoft Compatibility Appraiser Ready
Logon Mode: Interactive/Background \Microsoft\Windows\Application Experience\ ProgramDataUpdater Ready
\Microsoft\Windows\Application Experience\ StartupAppTask Ready
_ \Microsoft\Windows\ApplicationData\ appuriverifierdaily Ready
Hosthame: DESKTOP-CHRRD1G \Microsoft\Windows\ApplicationData\ appuriverifierinstall Ready
Tasklame: \Microsoft\Office\OfficeTelemetryAgentLogOn2e16 \Microsoft\Windows\ApplicationData\ CleanupTemporaryState Ready
Mext Rum Time: N/A \Microsoft\Windows\ApplicationData\ DsSvcCleanup Ready
Status: Ready \Microsoft\Windows\AppxDeploymentClient\ Pre-staged app cleanup Disabled
Logon Mode: Interactive/Background \Microsoft\Windows\Data Integrity Scan\ Data Integrity Scan Ready
\Microsoft\Windows\Data Integrity Scan\ Data Integrity Scan for Crash ... Ready
\Microsoft\Windows\Defragh ScheduledDefrag Disabled
\Microsoft\Windows".NET Framework \Microsoft\Windows\Device Information Device Ready
HosthName: DESKTOP-CHRRD1G - Wi - Scheduled Ready
TaskName: \Microsoft\Windows\ .NET Framework\.NET Framework NGEN v4.8.36319 i : : SilentCleanup L. Ready
Next Run Time: N/A Microsoft-Windows-DiskDiagnost Ready
Status: Ready
Logon Mode: Interactive/Background

\Microsoft\Windows\Application Experience

me : DESKTOP-CHRRD1G
TaskName: \Microsoft\Windows\Application Experience\Microsoft Compatibility Appraiser
A GInm Tinse ACEYHRE) EelDetl PS C:\Users\user: (Get-ScheduledTask).count
Status: Ready 185 )
Logon Mode: Interactive/Background -
HostName: DESKTOP-CHRRD1G
LEESEES \Microsoft\Windows\Application Experience\StartupAppTask
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Windows Task Scheduler

e Enumerate Tasks

= Autoruns - Sysinternals: www.sysinternals.com
File Entry Options Help
HdEALIXE

ﬁ!&j KnownDLLs

Filter: | |

n Winlogon "\ Winsock Providers 24 Print Monitors

@ LSA Providers

L Network Providers

= w ] office

2 Everything é Logan :J Explarer @ Internet Explorer hj Scheduled Tasks % Services Drivers @ Codecs [ Boot Execut= [ image Hijacks %] AppInit
Awutorun Entry Description Publisher Image Path 6

|#] “\Microsoft\Windows'\Diagnosis'.Scheduled Scripted Diagnostics Scheduled Task (Verfied) Microsoft Windows cwindows system 32\sdiagschd dil

x

| “Microsoft \Windows"Disk Diagnostic\Microsoft-Windows-Disk Diagnostic DataCollector  Windows Disk Failure Diagniostic Module (Verfied) Microsoft Windows c\windows'\system 32 \dfdts dil

| @ “Microsoft \Windows'\Disk Diagnostic\Microsoft-Windows-Disk Diagnostic Resolver Windows Disk Diagnostic User Resolver (Verfied) Microsoft Windows c\windows'\system 32\ dfdwiz exe

[m=] “Microsoft\Windows\Disk Footprint \Diagnostics Digk Snapshot exe (Verfied) Microsoft Windows c\windows'\system 32 disksnapshot exe

[83] “Microsoft\Windows \Feedback \Siuf\DmCliernt Microsoft Feedback SIUF Deploymert Ma... {(Verfied) Microsoft Windows cwindows system 32\dmclient exe

| |2 \Microsoft\Windows'\File Classification Infrastructurs'\Property Definition Sync Microsoft® File Server Resource Manage... (Verfied) Microsoft Windows cwindows'system 32\smclient dil

|2 \Microsoft\Windows'\FileHistory\File Histary {maintenance mode) File History Task Handler (Verfied) Microsoft Windows o windowssystem 32\fhtask dll

|%] \Microsoft\Windows'\LanguageComponentsinstallerInstallation LanguageComponentsinstaller Task (Verfied) Microsoft Windows o windowssystem 32\ anguagecomponentsinstaller dil

5] “Microsoft'Windows" LocationNotifications Location Motfication (Verfied) Microsoft Windows o \windows'\system 32\ ocationnotificationwindows exe

[®=] “Microsoft'\Windows"Location \Windows Action Dialog Windows Action Dialog Broker (Verified) Microsoft Windows cwindowssystem 32windowsactiondialog exe

|2 “Microsoft\Windows"\Maintenance " WinSAT Windows System Assessment Tool AP (Verfied) Microsoft Windows cwindows system 32'winsatapi dl

|2 “Microsoft\Windows"Maps"Maps Toast Task MapsToast Task Task (Verfied) Microsoft Windows ¢ windowssystemn 32\mapstoasttask dll

O |#] “Microsoft\Windows"Maps“MapsUpdate Task Mapslpdate Task Task (Verfied) Microsoft Windows o \windows'system 32 \mapsupdatetasi.dl

|%] “Microsoft\Windows"MemoryDiagnostic'ProcessMemory DiagnosticEvents Microsoft Windows Memory Diagnestic Ta... (Verfied) Microsoft Windows cwindows system 32'\memonydiagnostic dil

|#] “Microsoft\Windows"\MemoryDiagnostic’RunFullMemory Diagnostic Microsoft Windows Memory Diagnestic Ta... (Verfied) Microsoft Windows ¢ windowssystem 32\memorydiagnostic. dll

[®5] “Microsoft'Windows"Mebile Broadband Accounts ' MNO Metadata Parser Mobile Broadband Account Experience Fa... (Verfied) Microsoft Windows o windows'\system 32\mbaeparsertask exe

[ a2l WMicmanft Windows ML PRemove ML | ananane nack cleanin NWerfied) Microsaft Windows e \windowshavstem A nremove exe R4

< >
deanmgr.exe Size: 202K
""l-‘ Disk Space Cleanup Manager for Wir Time: 7/2/2015 7: 19 PM
Microsoft Corparation Version: 10.0,10240, 16334
“Sowindir¥o\system32\deanmgr.exe” fautodean fd Yeystemdrive %t
Ready. Mo Filter.
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Windows Task Scheduler 5

* Install a Monitor
* Enable Policy
* Bind Windows Event(s)
e Setup Trigger(s), Condition(s) and Action(s)
* Consume Event
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Windows Task Scheduler

* Install a Monitor
* Enable Audit Policy

T Local Security Pelicy — O by
File  Action View Help

o= nE X HE

EJ_!l Security Settings Palicy a Security Setting
r—!' Account F?“des | Audit account logon events Mo auditing
M I_-u?ucal F'I:.I|ICIE5-, | Audit account rmanagement Mo auditing
2' Audit ED“C_‘,’ . | Audit directory service access Mo auditing
g. et Fl'xlghts;'f'xsygnment | Audit logon events Mo auditing
& Security Options
| Windows Defender Firewall with Advanced Security | Audit object access success, Failure Il
| Metwork List Manager Policies | Audit policy change Mo auditing
_| Public Key Policies | Audit privilege use Mo auditing
— software Restriction Policies | Audit process tracking Mo auditing
_| Application Control Policies | Audit system events No auditing
g IP Security Policies on Local Computer
| Advanced Audit Policy Configuration
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Windows Task Scheduler

* Install a Monitor
e Bind appropriate Windows event(s)

Description Windows 7 / Server 2008 R2 Windows 10 / Server 2016
106 Scheduled task registered X
140 Scheduled task updated X
141 Scheduled task deleted X
4698 Scheduled task created X
4699 Scheduled task deleted X
4700 Scheduled task enabled X
4701 Scheduled task disabled X
4702 Scheduled task updated X
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Windows Task Scheduler

* Install a Monitor
* Bind appropriate Windows event(s)

Edit Trigger X
Begin thetask: | On an event w
Settings
® Basic Log: Security w
() Custom Source: | v‘

Event ID: |4593 ‘

Advanced settings

[] Delay task for: 13 minutes

Repeat task everys 1 hour 1 day
L] Rep ry )

[] Stop task if it runs longer than: 3 days

[ Activate: 22/01/2020 14:25:41 :
[] Expire: 22/01/2021 14:25:41 =
Enabled
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Windows Task Scheduler

* Install a Monitor
* Bind appropriate Windows event(s)

3] Event Viewer - O >
Eile Action View Help
&= 75

@ Event Viewer (Local)
-'\F Custom Views

Keywords Date and Time Source Event D Task Category
1/23/2020 2:10:02 AM 4698 Other Object Access Events

E N Audit Success Microsoft Windows security auditing.

v !_.. Windows Logs

=] Application Event Properties
g z::“rit-"' Event 4698, Microsoft Windows security auditing. Attach Task To This Event... a
u
= S}fstSm General  Details Copy ’
§—| Forwarded Events Save Selected Events...
El Applications and Services Logs A scheduled task was created. Refresh A
4 Subscriptions 9
Help b
Log Mame: Security
Source: Microsoft Windows security  Logged: 1/23/2020 2:10:02 AM
Event D: 4698 Task Category: Other Object Access Events
Level: Information Keywords: Audit Success
Uszer; M/ A Computer: DESKTOPR-31796)
OpCode: Info

More Information:  Event Log Online Help
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Windows Task Scheduler

* Install a Monitor
e Setup Action(s)

@ Task Scheduler
File  Action View Help

s 55 HE

Created

@ Task Scheduler (Local) Mame Status Triggers Last Run Result
1/18/2020 3:39:00 AM

~ |1 Task Scheduler Library
On event - Log: Security, Event ID: 4698 The operation completed successfully. (0x0)

~| Microsoft
| System

(B Persistency Monitor  Ready

General Triggers Actions Conditions Settings History (disabled)
-

Action Details

Cihtools\My-Mahware-Persistency-Monitor-Alert.td

Start a program

@ochsenmeier | Marc Ochsenmeier | www.winitor.com



Windows Task Scheduler

* Install a Monitor
e Configure Condition(s)

(5 Persistency-Monitor Properties (Local Computer) x

General Triggers Actions Conditions  Settings  History (disabled)

Specify the conditions that, along with the trigger, determine whether the task should run. The task will not
run if any condition specified here is not true.
[dle

L] Start the task only if the computer is idle for: 10 minutes
1 hour
Stop if the computer ceases to be idle
Restart if the idle state resurnes

Power
[] Start the task only if the computer is on AC power
[] Stop if the computer switches to battery power

[] Wakethe computer to run this task

Metwork
[] Start only if the following network connection is available:

Any connection
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Windows Task Scheduler

* Consume Event

2] Event Viewer
File Action View Help
Aol ARs]e5i
@ Event Yiewer (Local)

= Custom Views

Security

Mumber of events: 3 () Mew events available

Date and Time

22/01/2020 14:30:31

Keywords

| Audit Success

w !_.. Windows Logs
i) Application

m Security '\":L\.Jhudit Success 22/01/2020 14:30:19
§—| Setup "}\\'x_ﬂudit Success 22/01/2020 14:30:16
i System

§—| Farwarded Events
= Applications and Services Logs

Source

Microsoft Windows security auditing.

Microsoft Windows security auditing.

Eventlog

Event ID

4699
1102

Task Category

Other Object Access Events
Other Object Access Events
Log clear

«j Subscriptions Event 4698, Microsoft Windows security auditing.

General  Details

scheduled task was created. |

Subject:
Security 1D:
Account Name: user
Account Domain:

DESKTOP-CHRRD1 Ghuser

DESKTOP-CHRRD1G
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Windows Task Scheduler

e Configuration of a Task

logon

startup

start program

On Idle

L
avent Trigger Action
— |

network

locked

start

stop
power Conditions
etwark ]

Settings
| | I
General Security Freguence
description / |:=:E'.':’ u"lt'-'.-tlr"E on aermand tion enabled nar ar user logged gen  once daily weskly monthly
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Windows Task Scheduler

* Monitor new Tasks
* Provide immediate notification
* Trigger automation

| My-Malware-Persistency-Monitor-Alert.bxt - Notepad — O x

File Edit Format Yiew Help
FEE Warning ***

A task has been added to the Windows Task Scheduler!

@ochsenmeier | Marc Ochsenmeier | www.winitor.com



Windows Task Scheduler

e Architecture

e Task Scheduler is NOT...

* Windows Task Manager
 Windows Task Scheduler Service
 Windows Thread Scheduler

Task Scheduler

(Framework)
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Windows Task Scheduler

* Interfaces

* Win32

e COM
PowerShell
schtasks.exe
XML Schema
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Windows Task Scheduler

* Repository
* Legacy: \Windows\Tasks
* Preferred: \Windows\System32\Tasks

I [+ = | System32 — O et
Home Share View 0
“ v » This PC » Local Disk (C) » Windows » Systern32 v X Search System32 2
o~

Name Date modified Type Size -
# Quick access ta-IN 29/09/201707:41  File folder
[ This PC Tasks 15/01/2020115:54 File folder
“J 3D Objects te-IM 20/09,/2017 07:41 File folder
B Desktop th-TH 29/09/2017 07:41 File folder
t-ET 20009017 HT.A1 Eila foleler
= Documents — Tasks L
= | Pictures th-ZA . o L
B Videos TR | Youdon'tcurrently have permissionto |
 Local Disk () H-RU * access this folder. L
- my (E:) ug-CN Click Continue to permanently get access to this Fr
. folder, L
. Local Disk (v:) uk-UA 1
UMNP Er
uz-Latn-UZ 2O 20T U File forder

WCN 29/09/2017 07:41 File folder v

4.333items 1 item selected =5
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Windows Task Scheduler

* Repository
* Computer related settings

v Schedule Mame
: Aliases ﬂ’JEDEfault]
CompatibilityAdapter ab)|g
Configuration
8| Ind
CredWom ot SnD =
Handlers -

Maintenance
v TaskCache
: Boot
Logon
Maintenance
Plain
Tasks
v Tree
: Event Viewer Tasks
Microsoft
v Systemn
: monitor

Type

REG_SZ
REG_S5Z
REG_DWORD
REG_BINARY

Data

(value not set)
{2DDDDEET-DFBE-4911-BED2-T30CDOASDCI0]
OscDO000003 (3)

01 00 04 80 22 00 00 00 93 00 00 00 00 00 00 00 14 00...
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Windows Task Scheduler

e Some more details
e at.exe is obsolete
e eventtriggers.exe is replaced

BN Command Prompt - O =
Microsoft Windows [Version 18.6.16299.15]

2817 Microsoft Corporation. All rights reserved.

ershuser>at

command has been deprecated. ease use schtasks.exe instead.

The request is not supported.
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