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• Definition
• Is a kind of injection

• Is a kind of cloaking|impersonation

• Is also known as “RunPE”

• Goals
• Evasion

• Persistence

• Escalation
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• Stages
• A new instance of a (target) process is created

• The code of the process is removed from memory

• Memory is allocated in the process to put the content of a payload

• The entry-point of the target process is swapped

• The suspended thread of the target process is resumed

• The (original, legit) Target process is never run

• The (malicious) Payload process is never created
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• Steps
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• Sequences
Target Loader Payload

Open|Read

Get Metadata

Open|Read

Get Metadata

Unmap 

Copy  

Rebase

Set Entry-point

Resume Process

Validate

Create suspended Process

Get Metadata

Configure

(1)
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• Demo
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• Prerequisites
• CPU width

• Subsystem

• Relocation Support

• Integrity Level

NATIVE GUI CUI

NATIVE - - -

GUI - x -

CUI - x x

Target 32bit Target 64bit

Payload 
32bit

x x

Payload 
64bit

- x
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• Indicators

md5,0580896027E9B92E00887E57202E27A8
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• Hunt > YARA
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• Characteristics



@ochsenmeier | Marc Ochsenmeier | www.winitor.com

Windows Process Hollowing 13

July 06, 2021

• Characteristics
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• Detection
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• Analysis

(VMRay)
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• References
• Process Hollowing, John Leitch

• www.autosectools.com/Process-Hollowing.pdf

• process-hollowing - poc
• https://code.google.com/archive/p/process-hollowing/downloads

• The return of the spoof part 1: Parent process ID spoofing
• blog.nviso.eu/2020/01/31/the-return-of-the-spoof-part-1-parent-process-id-spoofing/

• Ten process injection techniques: Survey of common and trending process injection techniques
• www.elastic.co/blog/ten-process-injection-techniques-technical-survey-common-and-trending-process

• SpiderLabs Blog - Analyzing Malware Hollow Processes 
• www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/analyzing-malware-hollow-processes

• Running a (32-bit) Process in the Context of Another
• www.blog.codereversing.com/runasproc.pdf

• Sysmon - Process tampering detection
• https://medium.com/falconforce/sysmon-13-process-tampering-detection-820366138a6c

http://www.autosectools.com/Process-Hollowing.pdf
https://code.google.com/archive/p/process-hollowing/downloads
https://blog.nviso.eu/2020/01/31/the-return-of-the-spoof-part-1-parent-process-id-spoofing/
http://www.elastic.co/blog/ten-process-injection-techniques-technical-survey-common-and-trending-process
http://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/analyzing-malware-hollow-processes
http://www.blog.codereversing.com/runasproc.pdf
https://medium.com/falconforce/sysmon-13-process-tampering-detection-820366138a6c
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• Samples
• https://attack.mitre.org/techniques/T1055/012/

https://attack.mitre.org/techniques/T1055/012/

