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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Introduction

e Afileis more than one file

A
e A fileis a container e

o one visible file

> none or several invisible files g
o ...with any kind of content and size & LU,
o Afileis basically the first (default) file of a file
(> ]

@ochsenmeier | Marc Ochsenmeier | www.winitor.com November 13, 2025



Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Importance

e ADS is inherent to NTFS infrastructure
o cannot be disabled
° is almost unknown
° is stealth
e ADS can contain data
° must be handled by backup
e ADS can contain code
° must be handled by antivirus
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

History

* Since the inception of Windows NT 3.1

> sharing file with Macintosh clients

o separation data (content) and resource (management) forks
* Windows FSFM service

&4, Seryvices o ]

File  Action Yew Help

& "|||@| F m Il m
@Services (Local) #, Services (Local)

File Server for Macintosh Marne | Description -
%Distributed Transaction Coordinakor Coordinates transactions
gﬂg thtﬁ Service %DNS Client Resolves and caches Dor
ause the service
Reckart the service %Error Reparting Service Collects, stares, and rep-J
%Event Log Enables event log messa
Descrinti %File Replication Allows files to be automa
escription: R e For Macintos e gt S
Enables Macintash dienks ko store and rrile Server For Macintosh Enables Macintosh client:
access files an this server, IF this service %Help and Support Enables Help and Suppor
is stopped, Macintosh clients will notbe &4 HTTP S5 This service implements t
fabl'? to sccess this Server, IF this service %Human Interface Device Access Enables generic input acc
is disabled, anw services that explicitly
depend on it will Fail ko start, %IMAPI CD-Burning COM Service Manages CD recording ug
%Indexing Service Indexes contents and pr vl
1 I I 3

Extended A Standard /
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

NTFS Basics - MFT

e files and directories referenced in the MFT
o arecord is a collection of attributes that document a file

Master file table

Standard
information Filename Data
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

NTFS Basics - Streams

» Afileis a collection of attributes stored as separated streams
° some are mandatory (name, time stamps, ...)
> some are optional (security descriptor, EFS, link, ...)
° some may appear more than once (name, data)

standard info LFN 8.3 security data data data EFS
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

NTFS Basics — File Content

* The content of a file is one stream among others

* Windows doesn't manage files, it manages streams

SSTANDARD_INFORMATION

General (read-only, archive, time stamps, file creation, last modified, hardlink count....) attributes.

SFILE_NAME

one or more filename (long file name, "8.3 name”, hardlink name)

SSECURITY_DESCRIPTOR

Discretionary Access Control List (DACL), Security Access Control List (SACL) and Integrity Level (IL).

SDATA file has one default (unnamed, primary) data stream.
directory has no default (unnamed, primary) data stream.
SEFS version, list of authorized users, etc....
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

NTFS - Properties
o All streams of a file are ruled by common properties

3
)

General M

Security

L—

Audit =

Encryption

Quota ‘

Integrity Level -
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Support

o ADS is only supported on NTFS
> ADS removed once a file leaves NTFS

"4 1lInterrupted Action — >

Are you sure that you want to copy this file without its properties?

The file derno.exe has properties that can't be copied to the new location.

' demo.exe
. Date created: 24/06/2022 16:04
Size: 9,50 KB

Yes Skip Cancel

Fewer details
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Support
o ADS is only supported on NTFS

o> ADS removed once a file leaves NTFS

¥ Process Monitor - Sysinternals: www.sysinternals.com — a X
File Edit Event Filter Tools Options Help
FHIABE(CAS R AN HBL2E
Process Mame  Operation Path Result Dietail
‘1 Explorer EXE &CmmeHIeMapping Edemo exe FILE LOCKED WITH ONLY READERS SyncType: SyncTypeCreateSection, PageProtection: PAGE_EXECUTE_READWRITE
' Explorer EXE B@Createﬁleh"lapping Evdemo exe FILE LOCKED WITH ONLY READERS SyncType: SyncTypeCreateSection, PageProtection: PAGE_EXECUTE_READ
“a Explorer. EXE [FhCreateFileMapping Edemo exe FILE LOCKED WITH OMLY READERS SyncType: SyncTypeCreateSection, PageProtection: PAGE EXECUTE READWRITE
' Explorer EXE B«Createﬂlel‘tl‘lapping Edemo exe FILE LOCKED WITH OMLY READERS SyncType: SyncTypeCreateSection, PageProtection: PAGE_EXECUTE_READWRITE
‘1 Explorer EXE BaFlIeSystemCuntml Edemo exe CANCELLED Control: FSCTL_REQUEST_QPLOCK
‘1 Explorer EXE BaCreateHleMapping Edemo exe FILE LOCKED WITH ONLY READERS SyncType: SyncTypeCreateSection, PageProtection: PAGE_EXECUTE_READWRITE
' Explorer EXE &CmmeHIeMapping Edemo exe FILE LOCKED WITH ONLY READERS SyncType: SyncTypeCreateSection, PageProtection: PAGE_EXECUTE_READWRITE
' Explorer EXE B@HIeSﬁteanntml Evdemo exe CANCELLED Contral: FSCTL_REQUEST_QPLOCK
'y Explorer. EXE CreateFileMappin E:demo exe FILE LOCKED WITH OMLY READERS SyncType: Sync TypeCreate Section, PageProtection: PAGE EXECUTE READWRITE

‘1 Explorer EXE D \demo exe:Zone Identifier PATH NOT FOUND Desired Access: Generic Write, Disposition: Overwritelf, Options: Sequential Access, Synck ...
‘1 Explorer EXE Ba@ueryﬁemotertocollnformation D:demo exe INVALID PARAMETER

‘1 Explorer EXE BaCreateHleMapping D:demo exe FILE LOCKED WITH ONLY READERS SyncType: SyncTypeCreateSection, PageProtection: PAGE_EXECUTE_READWRITE

' Explorer EXE &QuewSecuﬁWHle D:'demo exe INVALID DEVICE REQUEST Information: Owner, Group, DACL, SACL, Label, Atribute, Process Trust Label, (e 100

' Explorer EXE B@Createﬁleh"lapping D:'demo exe FILE LOCKED WITH ONLY READERS SyncType: SyncTypeCreateSection, PageProtection: PAGE_EXECUTE_READ

' Explorer EXE B@Createﬁleh"lapping D:'demo exe FILE LOCKED WITH ONLY READERS SyncType: SyncTypeCreateSection, PageProtection: PAGE_EXECUTE_READWRITE

' Explorer EXE Baﬂreateﬂle D:\demo exe Config MAME MOT FOUND Desired Access: Generic Read/Execute, Disposition: Open, Options: Synchronous 10 Non-...
' Explorer EXE Baﬂreateﬂleh"lapping D hdemo exe FILE LOCKED WITH OMLY READERS SyncType: SyncTypeCreateSection, PageProtection: PAGE_EXECUTE_READWRITE

Showing 26 of 593.032 events (0.0%5)

Backed by virtual memory
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Usage > Zone Model

* Atechnique (aka. “Mark of the Web” - MotW) to document the origin
of downloaded files

o Execution triggers digital signature check and UAC consent

Intemet Ophons

o

Selact b 20N 20 viewr of change SeOur By Sett

ocal trans

4

ngs.

7

Genersd Setunty Prvacy Content Connections Programs  Advanced

o

r

Sacunty svel for th

v
m Local ktran d Sles  Resircied shes
Internet
Ths zome 15 for Internet webates,
Exoept thisse Betad in trusted and

eericted Tones,

5 2008

Custom
Custom settings.
- To change the settings, dick m level
To use the recommendsd 0 ¥

Custom lowel., Dataut svel

Heoet all zones to defoult level

oK | Cancel
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Do you want to allow this app to make

changes to your device?

l ﬁ'll procexp

Verilied publisher: Microsoft Corporation
File origin: Downloaded from the Internet

Show more detatls

Yes

No
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Usage > Internet Explorer

e The trust level of downloaded file stored as , Zone.ldentifier”

Bl C\Windows'\System32\cmd.exe — | hod 8| demo.exe Properties b4

General Compatibility Securty Details

IE |u:|ernu:u.e:<e

Type of file:  Application (.exe)

Description:  demo.exe

Location: D

Size: 5,50 KB (9.728 bytes)

winitor.com/tools/demc/demo. doc

Size ondisk: 12,0 KB (12 238 bytes)

Created: Friday, 24 June 2022, 12:50:24

Maodified: Friday, 24 June 2022, 12:50.26
Accessed: Today, 24 June 2022, 8 minutes ago

Mtributes: [ [Read-only  [] Hidden Advanced...

Security: Thiz file came from another
computer and might be blocked to [ Unblock
help protect this computer.

Cancel Apph
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Usage > Office

o Office is MOTW aware and opens downloaded document in a
“Protected View” mode to implement security boundary.

Windows Authenticode Portable
Executable Signature Format
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Usage > Internet Explorer

e |cons for Favorites are saved in the ,favicon” ADS of URL files

Faveriten hinzufigen d

. Favoriten hinzufugen

M\; Flgt diese Webseite als Favoriten hinzu. Yerwenden Sie das
Favortencenter, um auf die Favorten zuzugreffen.
MName: |m
Erstellenin:  |5.p Favoriten ~ | | Neuer Ordner
e

BN ChAWindowshSystem32iomd.exe — O et
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Usage > Internet Browsers

e Recent browsers exhibit more metadata into ADS

EN C\Windows\System32\cmd.exe — a x>

lorer
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Usage > Windows Change Journal

* Windows Change Journal is an ADS

ZJ Process Monitor - Sysinternals: www.sysinternals.com — O *
File Edit Event Filter Tools Options Help

FEHXBEICAG E A8 HEBLZH

Process Name Operation Path Result Detail Sequence
|'§th.exe EhIRP_MJ_READ C:\$Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.291.200, Length: 96, /O F... 475
'B- taskhostw exe EAIRP_MJ_READ C:\SExtend"8Usndml:5J ||: SDATA | SUCCESS Offset: 42.295.296, Length: 96. IO F... 476
‘B System &IRP_MJ_‘WHITE C:\§Extend SUsndml:5) || SDATA | SUCCESS Offset: 42.979.328, Length: 4.096, I/... 497
‘N System ELIRP_MJ_READ C:\8Extend SUsndml:S) ||: SDATA | SUCCESS Offset: 42.983.424, Length: 104, 17O ... 498
‘B System R IRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.983.424, Length: 4.096, 1/... 435
‘B System B IRP_MJ_WRITE C:\§Extend SUsndml:S) || SDATA | SUCCESS Offset: 42.979.328, Length: 4.096, I/... 500
‘B System EAIRP_MJ_WRITE C:\8Etend SUsndml:3) ||: SDATA | SUCCESS Offset: 42.983.424, Length: 4.096, I/... 501
‘B System EAIRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.983.424, Length: 4.096, I/... 502
‘N System B IRP_MJ_WRITE C:\$Extend"SUsndml:SJ | : SDATA | SUCCESS Offset: 42.983.424, Length: 4.096, I/... 503
‘B- smartscreen exe BQIRP_MJ_READ C\SEdend'SUsndml:5) || SDATA | SUCCESS (Offset: 42.587.520, Length: 88, IO F... 504
‘N System ELIRP_MJ_WRITE C:\8Extend SUsndml:S) ||: SDATA | SUCCESS Offset: 42.983.424, Length: 4.096, I/... 505
B System EAIRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.987.520, Length: 4.096, I/... 506
S:.'stemSeﬂings.exe &IRP_MJ_READ C\SEdend'SUsndml:S) || SDATA | SUCCESS Offset: 42,551 616, Length: 112, 150 .. 507
‘B System EhIRP_MJ_WRITE C:\§Extend SUsndml:5) || SDATA | SUCCESS Offset: 42.991.616, Length: 4.096, I/... 508
‘N System ELIRP_MJ_WRITE C:\8Extend SUsndml:S) ||: SDATA | SUCCESS Offset: 42.987.520, Length: 4.096, I/... 509
B svchost .exe BAIRP_MJ_READ C:\&Edend SUsndml:2J ||: SDATA | SUCCESS Offset: 42.995.712, Length: 112, 170 ... 510
‘B System [EhIRP_MJ_WRITE C:\§Extend SUsndml:S) || SDATA | SUCCESS Offset: 42.991.616, Length: 8.192, I/... 511
‘B System EAIRP_MJ_WRITE C:\8Etend SUsndml:3) ||: SDATA | SUCCESS Offset: 42.995.712, Length: 4.096, I/... 512
‘B System EAIRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.995.712, Length: 4.096, I/... 513
‘N System B IRP_MJ_WRITE C:\$Extend SUsndml:SJ | : SDATA | SUCCESS Offset: 42.995.712, Length: 4.096, I/... 514
‘B System EhIRP_MJ_WRITE C:\§Extend SUsndml:5) || SDATA | SUCCESS Offset: 42.995.712, Length: 4.096, I/... 515
‘N System ELIRP_MJ_READ C:\8Extend SUsndml:S) ||: SDATA | SUCCESS Offset: 42.999.808, Length: 80, /O F... 516
‘B System R IRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.999.808, Length: 4.096. I/... 517
‘N System B IRP_MJ_WRITE C:\$Extend SUsndml:SJ | : SDATA | SUCCESS Offset: 42.995.712, Length: 4.096, I/... 518
‘B System EhIRP_MJ_WRITE C:\§Extend SUsndml:5) || SDATA | SUCCESS Offset: 42.999.808, Length: 4.096, I/... 515
‘N System ELIRP_MJ_WRITE C:\8Extend SUsndml:S) ||: SDATA | SUCCESS Offset: 42.999.808, Length: 4.096, I/... 520
‘B System B IRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.999.808, Length: 4.096. I/... 521
‘B DilHost exe [EhIRP_MJ_READ C:\$Extend"8Usndml:5J ||: SDATA | SUCCESS Offset: 43.003.9504, Length: 88, IO F... 522
‘B System EAIRP_MJ_WRITE C:\8Etend SUsndml:3) ||: SDATA | SUCCESS Offset: 43.003.904, Length: 4.096, I/... 523
‘B System EAIRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.999.808, Length: 4.096, I/... 524
Showing 525 of 34.340.922 events (0.0%) Backed bly virtual memory

File
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Usage > Storage Service
,Win32App_1“ ADS (place holder?) in many directories

CAWindows\System32\cmd.exe - u X

\Program Files>streams -

S alternate streams.
k Euablnnwich

’:-Prnﬂtam FllP
:Win32App
\Program FllP

Prnﬂtam FllP

Prnﬂtam FllP ir Altiris Agent:

Agent\AeXAgentActivate.exe:
ftware Management Solution Plugin:

Agents\Inventory Agent\InvTaskConfig:

@ochsenmeier | Marc Ochsenmeier | www.winitor.com November 13, 2025



Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Usage > Symantec Endpoint Protection

* Symantec uses “Zone.ldentifier” ...but not as MOTW

EE C:\Windows\Systemn32iemd.exe - O >

Endpoint Protection\CurrentVersioniData\Quarantine\g

26

26

4l

Symantec.zone.identifier.hex (&

0000n:| 01 OD OA 35 34 3F OE 28 3B 34 29 3C 3F 28 07 37 e e02?. (7)< (W
0010h: 50 0D ORA 35 34 3F 13 3E &7 €% 57 50 0D O& F..547?.>giWP..
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Visibility
» But size and count of ADS still ignored in the summary!

Ch\Windows\System32\cmd.exe

C:\ads>dir /r
Volume in drive C is Windows
Volume Serial Number i1s 725F-B53B

Directory of C:\ads
15:5 <DIR>
15:5 <DIR> .
15:53 A|file with_ads.txt
68 file with_ads.txt:eicar.txt:$DATA

4 bytes
37.557.813.248 bytes fre

2 Dir(s)

November 13, 2025
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Support > Windows built-in Binaries

LOLBAS s o

Living Off The Land Binaries and Scripts
(and also Libraries)

JAlternate data streams

Binary Functions Type

Binarles
Binaries
Binaries
Binaries
Binaries
Binaries
Binaries
Binaries
Binaries
Binaries

Binaries

Binaries

@ochsenmeier | Marc Ochsenmeier | www.winitor.com November 13, 2025



Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Impact
» Rendering a Compiled HTML Help (CHM) file

[ Process Explorer Help - O * ¥ procexp.chm Properties * [ Process Explarer Help - O *
= = = General Secuity Detalls Previous Versions - = =4
Hide Back Forward  Print Hide Back Forward Print
Contents l Index ] Search ] |Dmcexp.chm | Contents l Index ] Search ] Process Explorer A
| . E-A{)) Process Explorer Copyright © 1996-2012 Mark
o * " ] S T S A R () A o T Russinovich
‘.) Over\fle.w‘ . Type of file:  Compiled HTML Help file {.chm) 9‘ . Sysinternals -
..... [2] The Main Window N @ Mirosaft® HTML Hel - [2) The Main Window www.sysinternals.com
2] Columns and Column Sets P : P Change... 2] Columns and Column Sets
- [2] General Options [2] General Options Process Explorer is an advanced
..... E System Information Location: C:\SysintemalsSuite 3 E System Information process management utility that picks
[]--@ The Process View []--@ The Process View up where Task Manager Ieaves_ off. It
_____ a The DLL View Size: 70.4 KB (72.154 bytes) a The DLL View will show you detailed information
ﬁ The Handle Vi E The Handle Vi about a process including its icon,
2 & handle View Size on disk: 72,0 KB (73.728 bytes) 2 & Randle View command-line, full image path,
- (2] The Users Menu [2] The Users Menu memory statistics, user account,
----- 2] Searching - [2) Searching security attributes, and more. When
..... E Reporting Bugs Created: Sunday, 15 December 2019, 14:45:12 E Reporting Bugs you Zoom in on a par‘!:lc:ular process
you can list the DLLs it has loaded or
Modified: Today, 8 May 2020, 05:45:33 the operating system resource handles
it has open. A search capability
Accessed: Sunday, 15 December 2019, 14:45:12 enables you to track down a process
that has a resource opened, such as a
file, directory or Registry key, or to
Atributes: [JReadonly []Hidden Advanced... view the list of processes that have a
DLL loaded.
securty I;:;E:ecr?an;; T'rn?;mabnemglzrcked to [ Unblock The Process Explorer display consists
help protect this computer. of two sub-windows. The top always
shows a list of the currently active
processes, including the names of
their owning accounts, whereas the
oo Apply information displayed in the bottom W
= window, which you can close, depends_
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How data and code can be hidden in files and directories

Impact

» Rendering a Compiled HTML Help (CHM) file

¥ Process Monitor - Sysinternals: www.sysinternals.com — O *

File Edit Ewent Filter Tools Options Help

FRIABEITAS B AN HEB LM

Process... Operation Path Result Detail 2

&Createl—"lle C::Sysintemals Suite \procexp chm SUCCESS Desired Access: Read Attributes, Disposition: Open, Options: Open Reparse Point, Attrbutes:
Ba@uewBasiclnfarrnatianHle C:\Sysintemals Suite*procexp .chm SUCCESS CreationTime: 15/12/2015 15:45:12, LastAccessTime: 15/12/2019 15:45:12, LastWriteTime: ...
BaCIu:useFlle C::Sysintemals Suite procexp .chm SUCCESS
&Createl—"lle C:\Sysintemals Suite procexp chm|:Zone Identifier | SUCCESS Desired Access: Read Attributes, Disposition: Open, Options: Open Reparse Point, Attributes: .
Ba@uewBasiclrﬁarmatianHle C:\Sysintemals Suite®procexp .chm| :Zone. Identifier] SUCCESS CreationTime: 15/12/2015 15:45:12, LastAccessTime: 15/12/2015 15:45:12, LastWriteTime: ...
BaCIu:useFlle C::Sysintemals Suite \procexp .chm|:Zone Identifier | SUCCESS
&Createl—"lle C::\Sysintemals Suite procexp chm|:Zone Identifier| SUCCESS Desired Access: Generic Read, Disposition: Open, Options: Synchronous 10 Mon-Alert, Man-Dr...
Ba@uewSecuﬁ’q.'Hle C:\Sysintemals Suite’procexp .chm| . Zone. Identifier] SUCCESS  Information: Attribute
EiaLu:uckFlIe C:Sysintemals Suite®procexp .chm| . Zone Identifier] SUCCESS Exclusive: False, Offset: 0, Length: 4.294.967. 295, Fail Inmediately: False
&QuewStandardlrdormaﬁonHle C:\Sysintemals Suite procexp chm|:Zone Identifier | SUCCESS AlocationSize: 32, EndCfFile: 26, NumberOfLinks: 1, DeletePending: False, Directary: False
Ba\HeadFlle C:\Sysintemals Suite’procexp .chm| :Zone Identifier ] SUCCESS  Offset: 0. Length: 26, Pricrity: Mormal
EiaLlnInckHIeSingle C:Sysintemals Suite®procexp .chm| :Zone. Identifier] SUCCESS Offset: 0, Length: 4.254.967.295
&Closeﬁle C::\Sysintemals Suite \procexp chm|:Zone Identifier | SUCCESS
BaCreateFlIe C:\Sysintemals Suite’procexp .chm| :Zone. Identifier] SUCCESS Desired Access: Generic Read. Disposition: Open, Options: Synchronous 10 Non-Mert, Non-D...
Eis\QuewSecuﬂwHIe C:Sysintemals Suite®procexp .chm| :Zone. Identifier] SUCCESS  Information: Attribute
&mckﬂle C:\Sysintemals Suite procexp chm|:Zone Identifier | SUCCESS Exclusive: False, Offset: 0, Length: 4. 254 567 795, Fail Inmediately: False
&OuewStandardlnfarmaﬁanHle C:\Sysintemals Suite’procexp .chm| . Zone. Identifier] SUCCESS  AllocationSize: 32, EndOfFile: 26, NumberOfLinks: 1, DeletePending: False, Directory: False
EiaHeadFlle C:SysintemalsSuite®\procexp .chm| :Zone Identifier] SUCCESS Offset: 0, Length: 26, Priarty: Mormal
&UnlnckHIeSingle C::\Sysintemals Suite procexp chm|:Zone Identifier| SUCCESS Offset: 0, Length: 4. 254 567 255
B::GDSEHE C:\Sysintemals Suite*procexp .chm| . Zone [dentifier| SUCCESS W

Showing 11.358 of 4,682,985 events (0.2%5) Backed by virtual memory
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Detection

e Antivirus must handle ADS

I, Symantec Endpoint Protection Notification X

& ‘A malware has been detected on your computer. Al

1) Disconnect the computer from network immediately!
2) Get in contact with your local virus protection responsible person

Details:
Secunty nsk detected: EICAR Test String
File: C:\temp \myfilewithads tx ‘eicar tx

et — v

Previous Next > Close

Total notffications: 2 Cumrently displayed: 1
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How data and code can be hidden in files and directories

Detection

e Windows Defender SmartScreen is ADS aware

SmartScreen can't be reached at the
moment

Check your Internet connection. Microsaft Defender SmartScreen is
unreachable and can't help you decide if this app is OK to run.
Publisher: Unknown Publisher

App: demo.exe
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How data and code can be hidden in files and directories

Detection

* When configured, the system audits access to ADS

B C\Windowraystem3Zicmd.oe o~ |

tenplecha “test" Le

Event 4663, Microsoft Windows securty suditing, x

General | Detads

{4n atternpt was made to sccess an object

!‘ut-'—r-’ Secunty 10: uterPC\user
Account Name: uses
Account Domain user-PC
Logon IDx Ol Sa3F

Object  Choect Server: Seturty
Ohgert Type: File
Otyecthome  Ciitemgitest ttind bt
Handle ID 0188
Process Infesmation:
Proces I 080
Process Name: C\Windows\System3Zicmad ees

Access Request Information

Accesses WriteDzts (ov AddFile)
AppendDats (or AddSubdirectory or CrestePipeinstance)
Access Mask: O
Log Magne Security
Source: Microsoft Windows ecwity  Logyegd 11732/3018 3:43:47 AM
Event 1 Tesk Categorg  File System
Level Infcemation Keywords: Aude Succen
User: NA Compatters user-PC
Lplode Info

More [nformation:  Evart Log Onfing Help
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Detection

» streams.exe is your friend

BN C\Windows'System32\cmd.exe

[T
: 2

LA

C:\temp\.:
s-in-temp-direc

:zone.identifier:$DATA
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Demo

* Following scenarios

o Put ADS into an file
Put ADS into a directory
Execute a file located in ADS
Access ADS
Remove ADS

o

o

o

o
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

API

* Documented
> CreateFile, ReadFile and WriteFile (kernel32.dll)
> BackupRead, BackupSeek and BackupWrite (kernel32.dll)
o FindFirstStream, FindNextStream (kernel32.dll)
° |Zoneldentifier COM interface (urlmon.dll)
o Powershell (get-item, get-content, remove-item...)
e Undocumented
> NtQuerylnformationFile (ntoskrnl.exe)
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Issues

* Detection and removal

* Backup & restore

e Forensic

* File hash und checksum

» DOS Attack

e Code Execution

» Usage as persistency technique
* Misuse of valid ADS

* Unsupported outside NTFS

@ochsenmeier | Marc Ochsenmeier | www.winitor.com November 13, 2025



Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Summary

e ADS exist

e ADS cannot be disabled
e ADS are used

e ADS can be misused

e ADS must be watched
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Tools

e Windows built-in tool “dir /r”

e Streams - www.sysinternals.com

e ADSSpy —www.bleepingcomputer.com
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo > execute file located in ADS

o start

* mklink

* Wmic

e csript

e wscript

* mshta

e powershell
e rundll32

* LoadLibrary
e WinExec
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

* Listening music located in an ADS

| B C\Windows\System3Q\omat.exe 0
|
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

o start file:ads does not (fully) work anymore...

Sie bendtigen eine neue App zum
Offnen von myads.txt.

Im Store nach einer App suchen

+/ Immer diese App verwenden

hnis wvon

@ochsenmeier | Marc Ochsenmeier | www.winitor.com

|| [ ]

&
File Options View Process Find DLL Users Help
@ =8 =< ad |

Process CPU  Private Bytes  Working Set
(=] [m] wininit.exe 1.404 K 3683 K
= [#z]services exe 4756 K 6.956 K
[#z]svchost exe 924 K 1012K
= [#z]svchost exe 9.736 K 15.904 K
& Susp... 3BT72K 80.776 K
=] Susp... 87380 K 146.208 K
[a=| Runtime Broker exe 5.900 K 22632K
[o=| Runtime Broker exe 6284 K 20084 K
[o=| Runtime Broker exe 5856 K 24932K
[n=| ApplicationFrameHost... 4276 K 22048 K
[=] dihost exe 2204 K 9824 K
[mz]smartscreen exe 10140 K 15720 K
\ﬁf‘ﬁWmiPrvSE.exe 20%K 850K
+ DpenWith.exe 0.m 6.540 K 352K
[#=]svehost exe <001 5932K 8676 K
[#z]svchost exe 2136K 4844 K
[#z]svchost exe 2032K 5.260 K
[#z]svchost exe 1848 K 4804 K
[#z]svchost exe 1684 K 2680 K
[#z]svchost exe 5232 K 8684 K
[#z]svchost exe 2716 K 6.828 K
[#=]svechost exe 12108 K 11.328K
[#z]svchost exe 2520K 6.160 K
[#z]svchost exe 1268 K 2036K

PID  Description
524 Windows-5t...

Company Mame
Microsoft Corporation

676 Anwendung... Microsoft Corporation
Hostp ft Corporation
832 Hostp ft C ation

2628 Application ... Mi ft Co i

7164 COM Surrog... Microsoft Corporation
500 Windows D... Microsoft Corporation
4516 WMI Provid... Microsoft Corporation
4478 App auswa... Microsoft Corporation
956 Hostp ft Corporation
1004 Hostp I ft Corporation
1052 Hostp ft Corporation
1076 Hostp ft Corporation
1124 Hostp ft Corporation
1228 Hostp ft Corporation
1236 Hostp ft Corporation
1280 Hostp ft Corporation
1328 Hostp .. Mi ft Corporation
1396 Hostp ft Corporation

Ll

CPU Usage: 18.86% Commit Charge: 6.96% Processes: 103 Physical Usage: 18.59%
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

» Powershell > flexible programmatic access to handle ADS

B C\Windows\System32\cmd.exe - powershell - O *

.fullname } where stream

:powershell .ps

rprintui.dll

: printui.c
1
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Windows Alternate Data Streams (ADS) 36

How data and code can be hidden in files and directories

Backslide > demo

» Powershell > flexible programmatic access to handle ADS

md.exe - powershell

PS C:\temp> get-item A\myads . txt
PSPath : Microsoft.PowerShell.Core\FileSystem: :C:\temp\myads.txt:Dbgview.exe
PSParentPath : Microsoft.PowerShell.Core\FileSystem::C:\temp
PSChildName : myads.txt:Dbgview.exe
PSDrive 3 (¢
PSProvider : Microsoft.PowerShell.Core\FileSystem
PSIsContainer : False
: Ci\temp\myads.txt
: Dbgview.exe
: 461688

PS C:\temp> get-item A\myads . txt Dbgview.exe
PSPath : Microsoft.PowerShell.Core\FileSystem: :C:\temp\myads.txt:Dbgview.exe
PSParentPath : Microsoft.PowerShell.Core\FileSystem::C:\temp
PSChildnName : myads.txt:Dbgview.exe
PSDrive H »
PSProvider : Microsoft.PowerShell.Core\FileSystem
PSIsContainer : False
: C:\temp\myads.txt
: Dbgview.exe
1 461680

PS C:\temp> get-content Jmyads . txt DbgView.exe
MZE B & Vy @ & EESE

! BLT!This program cannot be run in DOS mode.

qxEpsJhes ThesYhe+aizE9hz+2ya#ThaEpEzd YhasizE - h=BpEafIhe+déz | Tha+aiz49ha+3024ThaRich5The
E B Em -S8E B @ @ E B E B B »s B £
A8 EE

@E (E ] (@.data -xB DE E

PS C:\temp> remove-item Jmyads . txt DbgView.exe
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

o WMI command-line utility

temp\test.txt:procexp.exe

ProcessId = 11208;
ReturnValue

& Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-3GENTEB user] — O =

File Options View Process Find Users Help

W @ HDO8 x| @d | [ | ||F| || I
Process CPU Private Bytes  Working Set PID  Description Company Name
B ' System |dle Process 33.24 B2 K gk 0
+| B 7 System 1.00 152 K MK 4
B ' camss exe 1630 K 2372K 440
+| W7 wininit exe 172K 1520K  h44
B ' camss exe D25 234 K 6032K 1572
+ [§ " winlogon exe 2200 K 8363 K 7792
[==]igfxEM .exe 3320K 12,532 K 3360 ighxEM Module Intel Corporation
[a]igfxHK exe 220K 5400 K 1268 ighxHK Module Intel Corporation
+  explorerexe 11.02 155416 K 150420 K 2856 Windows-Explorer Microgoft Corporation
)] ads txt procexp exe 2876 K 10664 K 5530 Sysintemals Process Explorer Sysintemals - www sysintemals.com

CPU Usage: 16.76% Commit Charge: 10.72%  Processes: 114 Physical Usage: 12.28%
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

» Console based Script Host

BN C\Windows'\System32icmd.exe — O *

High Definition Audio-Gera K

B C\Windows'\System32emd.exe — O x
C:\temp>more <

~em Check for a w

Propertie

then

t @ rem normal
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo
* Windows based Script Host

B C\Windows\Systern32\cmd.exe - O *
C:\temprwscript c:\temp\myads.
Windows Script Host

High Definition Audio-Gerdt/OK

BN C\Windows\System32\cmd.exe - O *

sounddevice")

No sound
wscript.Q
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

e Powershell

BN C:\Windows\System32\cmd.exe — O b

powershell.ps

powershell.ps
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo
o Symbolic link

BEX Administrator: Command Prompt - O X

C:\temp>mklink test.exe c:\temp\test.txt:pro

symbolic link created for test.exe >> c:\temp\test.txt:procexpbd.exe

C:\temp>test.e

2 Process Explorer - Sysinternals: www.sysinternals.com — O bt
File Options View Process Find Users Help
: -

d @ =MEEE XA [, || ] 1 NI TV ] |
Process CPU  Private Bytes Working Set PID Description Company Name Integrity ASLR
B | System Idle Process 97.31 52K 8K 0 nja

B | System 0.15 140 K 28K 4 System nfa
[m? csrss.exe <0.01 1.806K 2.300K 624 Client Server Runtime Pr... Microsoft Corporation System ASLR
Ewininitexe 1496 K 1884 K 728 Windows Start-Up Applic... Microsoft Corporation System ASLR
[m? csrss.exe 0.02 239K 6.084 K 5828 Client Server Runtime Pr... Microsoft Corporation System ASLR
® |winlogon.exe 2772K 11124 K 2476 Windows Logon Applicati... Microsoft Corporation System ASLR
MSynTPHelper.exe 1.360K 5956 K 180 Synaptics Pointing Devic... Synaptics Incorporated High ASLR
explorer.exe 0.03 356564 K 87468 K 11612 Windows Explorer Microsoft Corporation Medium ASLR
lfiestixtprocexpb4.exe 10480 Sysinternals Process Ex.. Sysintemals - www.sysinter...
< >
CPU Usage: 440% Commit Charge: 9.46% Processes: 165 Physical Usage: 10.86%

@ochsenmeier | Marc Ochsenmeier | www.winitor.com November 13, 2025



Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

* rundll32 invokes an exported function of a DLL located in an ADS

#include-"ztdafx.h"
f/-This-is-an-exanple-of-an-exported- function.
extern."C". declspec(dllexport).-void-doic (void)
{
i tMessageBox |
HULL,
L"Hello-from-the-.-exported. function!™,
L"Testing-ADS5...",
ME ICONINFORMATION ) ;

type mydll.dll » pecoff-June-2817.docx:mydll.dll

C:\temp>rundl132 pecoff-June-2817.docx:mydll.d1l1,doit

@ochsenmeier | Marc Ochsenmeier | www.winitor.com
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

* Load an executable file located in ADS using LoadLibrary

O \Wrdves Systemil cmd e

O 1est- as IDetugging) - Microseft Vil Studie

Dnasgeritr  test-adecpp - X
| (Global Scope) < | @ wrmanint arge, TCHAR *[] sy l
,,,,, " - 1t fur-nh l
$ £ ~
#ix
in 31 ‘::’7"4- AR argv|
{
sodule .= s tLoadlibraxy (- LY cemyg TesT.TRTipeparser All%.); t 0
o] tetusn
)
v
< »
Remay in% Colt hi N
& Process Eegiores - Syninfemals wwm Sysinternals com - a
fde Qpbons Yiew Srocess Fnd QLU Lsers Melp
d & =mETD F NP
Process CPU Fress Bites  Wodkeng Set PID Descrpton Corpary Narve "
T et adeewe ] 132K AETRK  Hre
By oorhont ese NG K 15h6e % 5808 Consoe Window Mo Momest Comortion
7 ghEM o 5012 HEM Modde Intet Corposation
[3]] gfuhinne _ 5260 K Modie ted Copomtion 84
Nare Descpton Lorpary Mame Path -
portd A Reroteproresrmsns Lmies, Qe Moot C nq-wn ™
echon Mot for SCN/SODULLSA Lockup A Wor
saoich & Secuy Supgon Provider edace Wy »J‘- APAIDIN e
toet-ade oon
uothase 6 Microect® C Aurtme Ubayy
w3l et OLL fur Wiedows USERAM (
w8 Winldy -
< = X > = = >

CPUUage 201%  Comnit Chaege 1138%  Procmaes: 132 Pwical Uiage 12.49%
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

o start mlmlkatz located in an ADS usmg WinExec

B CAWindows SystemiZicmd. exe

O pestoachs - Mic ual Stude

wminestoh | WinBasep 1est-ads.pp| Stas Page

- X
Globel Scope)
,,,,, |
: ~l
finclud
] - mal int asge ICEAR* azgv]
¥WinExeo| “ci Teap pe £f-June-IDl17.docximimikscz.axe”, 5N_SHOW ) °
vl
r
' Aupwihlen mirrvketz 2.1.1 536 (ce20 ( %

& Process Brplorer - Sysintemals: www sysitemnals com - O
e Options View Procem F Fid  Lsen  Help
g - X
d 4 18| &% A L :
Procee CFU Frvste Bytew  WokngSet  FID  Descromen Corpany Nerve
#  Sywen e Frocess 3508 K 3K 0
B Syvtem ooz 152K MK 4
i coms ene 1676 K 2080 % 43 Oient-Server-Laufzetpmaess  Monech Cogporation
¥ WOk een 16 % 540 Windowa Satarwendung Moo
1 Cwsd enn e 238K JigEK 175 Ot Server Ladistposess Moo
. a0 &
.

CPU Usage: 0.91% <'r,mr-.‘h.vg.-;’n vocesses: 118 Phymcal Urage 3.96%

Cram Phymical Usage 331%
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo
» Adding an ADS to a file does not change the hash of the file

Command Prompt - o X
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo
e Retrieve the hash of an ADS hidden in a file

Bl C\Windows'System32\emd.exe — O *

-hashfile

t » another-one.txt

-hashfile another-one.tx
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo
 How to prepare a DOS with an ADS

BN Command Prompt — O *

C:h\temp>fsutil file createnew myfile.txt:test SO808080808
File C:\temp\myfile.txt:test is
C:\temp>dir /r
clume in ve C is Windows
Volume Serial Number is 725F-B53B

Directory of C:\temp
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

e Malware uses Alternate Data Streams > MITRE - T1096
“The Tale of DNS Messenger”

https://blog.talosintelligence.com/2017/03/dnsmessenger.html

B C\Windows\Systern32\cmd.exe — O *

Adobe

Comms
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

* Windows executable hidden on a Linux system via ADS

B C\Windows\System3Zicmd. exe

4110kt
the content o

23890B40D:
b 04 00
40 00
00 00
8o
21
o1

NN
@ & ma

o9 MO
oo

a0
20
08
58
00
o0
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