


Malware Initial Assessment with pestudio 

• spot artifacts 

• detect embedded items 

• collect hints  

• group elements 

• transform data into information 

• show Tactics & Techniques @MITREattack 

• retrieve scores from @Virustotal 

• consume configurations files 

• create XML report  

 



Characteristics 

• no infection risk 

• no sandbox needed 

• no expertise required 

• no installation   

• zero footprint 

 



Front-end 

• Graphical User Interface (GUI) 



Front-end 

• Command Line Interface (CLI) for the creation of an XML report 



Architecture 

• The tool has a clean design 



Configuration 

• The tool can be customized 



Report 

• The result of an Analysis can be integrated as input of a tool chain 
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