pestudio

Malware Initial Assessment

Static Analysis Tool
* no installation
* no infection risk
* no sandbox needed
* no expertise required
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pestudio

Malware Initial Assessment

Features

* transform RAW data into information

* spot anomalies

* detect embedded files

e collect imports, exports, strings, resources, ..

e provide hints, indicators, groups, thresholds, ..
e provide @MITREattack indicators

* retrieve scores from @Virustotal

e consume configurations files

* create XML report
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pestudio

Malware Initial Assessment

Transform RAW data into information
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Malware Initial Assessment

Interactive Mode

sha256: 1FAOCO764DFE2BD129A05B9E09DES47AG35BARBTAECDIEDE098631 C2ZAERRTOTT

cpw 32-bit  file-type: dynamic-link-library

m pestudio-pro 9.21 - Malware Initial Assessment - www.winiter.com O *
file settings about
B ?
=157 f\exe, 12413a8bd9ebbdbd22123c25fc74d7d product-id (10) build-id (5) count
""" 4 indicators (64) mplib710 Visual Studio 2003 - 7.10 SDK 2
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subsystem: GUI
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Malware Initial Assessment

Batch Mode

BN Ch\Windows\Systern32vemd.exe — O >
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Malware Initial Assessment

Report file

«!--pestudio-pro 9.21 - Malware Initial Assessment - www.winitor.com-->
- <image>

+ <overview name="e:\exe, 1a413a8bd9%eb6dbd82123c25fc74d7d9" >

+ <indicators hint="64"=

+ <mitre hint="12"=

+ <dos-header hint="64 bytes">

+ <dos-stub hint="184 bytes">

- zrich-header hint="checksum" >
<item count="2" build-id="Visual Studio 2003 - 7.10 SDK" product-id="Implib710"/>
<item count="3" build-id="Visual Studio 2008 - 9.0" product-id="Utc1500_C"/>
<item count="2" build-id="Visual Studio 2010 - 10.10 SP1" product-id="Utc1600_C"/>
<item count="84" build-id="Visual Studio 2010 - 10.10 SP1" product-id="Utc1600_CPP"/>
<item count="1" build-id="Visual Studio 2010 - 10.10 SP1" product-id="Linker1000"/>

= (rich-header:>

+ <file-header hint="Jul.2012 "=

+ <optional-header hint="GUI">

+ <directories hint="3"=

+ <sections hint="99.52%">

+ <libraries hint="19"=

+ <imports hint="420">

<exporis=nfa</exports>
+ =relocations count="4082">
<fimage=
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Malware Initial Assessment

Architecture

pestudio (GLUI)

pestudiox (CLI)

exe, dil.
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Malware Initial Assessment

Flexible configuration

settings.ml

functions.xml indicators.xml languages.xml mitrexml
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rich-headerxml  signatures.xml strings.xml

thresholds.xml

translations.xml
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