Windows Dynamic-Link Libraries

Introduction

e Cornerstone of Windows

e Reuse components

e Enable plug-in architecture

e Simplify project development
e Reduce system consumption

e Implement localization

e Resolve platform differences
e Save testing/validation time
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Libraries - Types

e Different types of libraries exist with different characteristics
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Binding Types

e Different binding types during a process’s life-time
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Components

e Some components can be made public

functions Optional typical

Optional
resources Optional
functions Optional

data Optional
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Implicit Linking

e Most common case
e Dependencies created during development
e Binding occurs when starting the client application

Launch Read IAT Read EAT Update IAT > Start

Resolve Symbols Update Addresses
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Implicit Linking

e Invoking methods

Process
Client Library

code code
r— call functionA@thunk »  functionA

< ret

— call functionA@thunk
— call functionA@thunk functionB

ret

call functionB@thunk

Import Table Export Table

—» functionA@thunk functionA

functionB@thunk functionB
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Explicit Linking

e Increase application portability

— Library NOT found

— Function is not found

— Function signature is wrong
e Mechanism

— LoadLibraryEx(...)

— GetProcAddress(...)

— Invoke function
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Forwarded Library

e Delegate a call to another function of another library
e Mechanism

client |:> library |:> library
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Delay Loaded Library

e Hybrid between implicit and explicit linking
e Reduce application loading time

e Avoid loading rarely used DLLs

e Declared during development
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Entry Point

e Function implemented as a callback

— |s optional

E pestudic-9.62 (professional) - Malware Initial Assessment - www.winitor.com | chtemp\1b6292ddd17950bc9fd3b20ebd730f53

Is case sensitive COXE T
B %
. . E- -::'temp' 1b6 Sfclc.lcll._'SSC,-:Sfcl;‘-I:?CEI:S._'J"fS;‘- property value detail
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.. indicators (n/a) S
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- footprints (wait...) i PE
-
- groups (count = 14) maglc P
. mitre (technique > 10) flle—chec!csum . : ..'><..'...'..'1 7E12 (expected)
... dos-header (size > 64 bytes) entry-point > location (file-offset) section[.text
.. dos-stub (size > 80 bytes) base-of-code » location (file-offset) section[.text
.. tich-header (tools » Visual Studio 2005) size-of-code 32768 bytes
. file-header (dl > 84-bit) size-of-initialized-data 17408 bytes
M optional-header (subsystem size-of-uninitialized-data 0 bytes
.. directories (count = 4} size-of-image 69632 bytes
- sections (count > 6) size-of-headers 1024 bytes
- libraries (group > execution) size-of-stack-reserve 1048576 bytes
- imports (flag > 35) size-of-stack-commit 4096 bytes
- exports (name > foo) size-of-heap-reserve 1048376 bytes
.. thread-local-storage (n/a) size-of-heap-commit 4096 bytes
- NET (n/a) section-alignment 4096 bytes
I'E-_'-.C'_II'-:.E jiig!wture '-‘:nenifEit: file-alignment 512 bytes
"':Tg"' !_technlque >10) directories > count 16 [
o E"‘fE "_'t‘ f s LoaderFlags 0x00000000
o Manest tevel = asinvorer Win32VersienValue 0x00000000 '
- version (n/a)
. ; image-base (b 00000001 80000000
- certificate (n/a)
. linker > wersion Microsoft Linker 9.0
- overlay (entropy > zero)
05 > Version Windows Server 2003 R2

\sha236 » 0287A137229B0E63DEA4SEEDFEZARAIBCEETIADABAOALTTIBIACOCATAZECABIIAC  size > 51435 bytes entropy > 5.94  type > dynamic-link-library
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Performance - Rebasing

e Every module has a preferred base address
e Addresses conflict when loading several components
e Used at the end of the build cycle
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Performance - Binding

e Loader resolves the addresses of the imported symbols
e Bind the application during the installation process
e Application must have been previously rebased

Client Server
import export
Loader
functionA@thunk o/c
uncti @thu functionA
Binder
o
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Issues

e Simple name-based dependencies
e Installing a product which overwrites a DLL file
e Solutions

— WFP

— Redirection

— Known Directories

— Known Libraries

— WinSxS
7\ 7\ 7\ 7\
I I I I
| | | |
Install OS Compile application Update OS Install application

www.winitor.com - December 05, 2025



Windows Dynamic-Link Libraries

Manifest

e Allow different versions of the same DLL to exist “side-by-side”
e Typtes
— Extern

- I n t e r n /3 CA\WINNT explorer.xml =181 x]
File Edit Wiew Favorites Tools Help ﬁ

[ ] Asse m b I ies dmEack - = - @) fat | Qsearch [elFavorites GhMedia (4 | B-Se
Address I@ CUWINMT eeplarer, sl j e |L\nks & G()Og](:‘vl >

-_ Private <?eml version="1.0" encoding="UTF-8" standalone="yes" 7=

- <assembly smins="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">
S h d <assemhblyldentity name="Microsoft.Windows.Shell.explorer" processordrchitecture="x86" version="5.1.0.0" type="win32" />

zdescription>Windows Shell</description
- =dependency:

9—} - «dependenthssemblys
<assemblyldentity type="win32" name="Microsoft.Windows.Common-GControls" version="6.0.0.0"
processararchitecture="x86" publickeyToken="6595b64144ccf1df" language="+" /=
</dependentassembly>
</dependency =
=/assembly= pr
=l

|!§| Dione: l_l_l_ @ My Computer 4

www.winitor.com - December 05, 2025



Windows Dynamic-Link Libraries

Management

e Access the (some) parts of an image
— Update the version
— Manage the certificate
— Edit the executable image

Management Tool

IMAGEHLP
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Difference between executable and DLL

e Executable vs. Dynamic-Link Library

Executable

IMAGE_FILE_EXECUTABLE (0x2)

DLL
IMAGE_FILE_DLL (0x2000)

Entry point is mandatory

Entry point is optional

Usually without exported functions

Often with exported functions

Code is mandatory

Code is optional

Can host and can be hosted

Must be hosted

Own separated address space

Shared address space

Unhandled exception crashes process

Unhandled exception crashes host
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Convert a DLL into an Executable

e ADLL can be converted into an Executable (e.g.to ease debugging)
— Modify PE Characteristic: IMAGE_FILE_ EXECUTABLE > IMAGE_FILE_DLL
— Modify the existing entry-point to an exported function
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References

e Dynamic-Link Library Entry-Point Function

— https://docs.microsoft.com/en-us/windows/desktop/Dlls/dynamic-link-library-
entry-point-function

e DIIMain entry point
— https://docs.microsoft.com/en-us/windows/desktop/Dlls/dlimain
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